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http://www.lscm.hk/conference2011/en/index.jsp

RFID Overview
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Privacy and Security Concerns
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ePassive overhearing, cloning, compromising, etc.

eSetting a password is still not secure!




Cracking EPC Tag Password

Obtain responses from tag.
Only 1/4 second!

Find the access password
30 minutes with 16 parallel crackers!
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Simulate radio signals or produce a fake
tag with cracked password!



http://mirror.isi.jhu.edu/movies/sniffing.mov

LSCM Project Overview
——GHP/044/07LP

Phase I: Trustworthy RFID Technologies: Methodology
and Practice, GHP/044/07LP, 2008-2010, done

Ssponsored by ITF Funding
Supervised by LSCM
Platform research programs
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Digital Signature based Solution
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# Temporary keys are used to store old keys.

™ State bits are used to record the key-updating
status of nodes in the sub-tfrees.

For example: Temporary Key

State bit
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簡報者
簡報註解
We proposed a private authentication protocol, SPA, with a dynamic key-updating scheme

We performed theoretical analysis and experiments

Offline private authentication




ACTION: Anti-Compromising Attacks

| Sparse tree based

| For example, to identify T,

03, 4 root
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Results
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B US Patent - RFID Privacy-preserving Authentication System and Method, App.
No. 12/544,214
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Preliminary Implementation

* Preliminary implementation in Xi'an Postal
Processing Center

— One of the 7 key-processing centers in China

million packages of mails, million letters,
million flat mails, million parcel-like mails
per vear.
=
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LSCM Project Overview
——ITP/037/09LP

Phase Il: Trust Solution for RFID Enabled
Interoperable E-logistics, ITP/037/09LP, 2010-2012,

ongoing

Sponsored by ITF Funding
Supervised by LSCM
Platform research programs
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Fq 20095 2010 Hong Kong Customs seized 55,000 fake
2= pb 46= 22 drugs, worth around 5M HKS in 2010.

W EMH = 714174 550804

WA 4840 HK$ 332 BT HK$ 495% T China loses about 600 billion per year
A A 50 A 37A due to fake goods.

B 70 5 3 62F% 28%

According to the WHO, 7 - 10% of the world’s pharmaceuticals are
counterfeit in developed countries, 25%~50% in developing countries.

Online counterfeit sales will cost businesses $S135 billion in 2011
- Internet retailer
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e Anti-Collision

e Low efficient Identification
 High volume of authentication data
e Significant server workload

l»

e Per-tag Authentication
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Single Echo based Batch
Authentication (SEBA) - Overview
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(3) ES Authentication ] @
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(2) ES Obtaining

The reader abstracts the response results as Echo Sketch.
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簡報者
簡報註解
This is the overview of our protocol. 



The major difference is that our protocol only needs one round interaction between the reader and the tags in a batch, then we can know whether the batch is valid or counterfeited with high probability.



Our model includes a reader, a batch of tags, and the backend server. Each tag shares a unique key with the server. Our protocol performs as follows.
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Conclusion

B T rustworthy and privacy-preserving
RFID computing

Bl Internet of things (10T)
BAny time, Anywhere, Any service
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Thanks!
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